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DETAILED ACTION 

1. Claims 1 - 16 are pending. 

Response to Arguments 

2. Applicant's arguments with respect to claim 1 1 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically teachd or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1 - 4 and 6 - 10are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sasmazel et al. U.S. Patent No. (6,725,376) in view of Limisco U.S. 
Patent No. (6,662,228). 

5. As per claims 1 , Sasmazel teaches a logical security system for processing login 
and password data received from a client device during a server session in order to 
authenticate a user (Sasmazel, Col. 8 Lines 21 - 30, user authentication with user id 
and password) and a physical security system for processing Internet protocol (IP) 
address information of the client device in order to authenticate the client device for the 
duration of the server session (Sasmazel, Claims 1 and 4, IP Address used as 
authentication information) but fails to teach the use of an internet server. However, in 
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an analogous art Limisco teaches use of an internet server (Limisco, Col. 4 Lines 18 - 
25, remote authentication by way of a server). 

At the time the invention was made, it would have been obvious to use Limisco's 
Internet server authentication with Sasmazel's method of using electronic ticket and 
distributed server because it offers the advantage of securely transferring authorization 
data (Limisco, Col. 1 Lines 61 - 67). 

6. As per claim 2 Sasmazel teaches a memory system for storing a list of each 
logged in user and a reference IP address collected during a login procedure 
(Sasmazel, Claim 4, IP Address used as authentication information). 

7. As per claim 3, Sasmazel teaches wherein the physical security system 
compares the IP address of a received message with the reference IP address for the 
user (Sasmazel, Claim 4, IP Address used as authentication information). 

8. As per claim 4, Sasmzael teaches wherein the physical security system 
terminates the session for the user if the IP address obtained from the received 
message does not match the reference IP address for the logged in user (Col. 9 Lines 
29 - 35, rejection from web server). 

9. As per claim 6, Sasmazel teaches the physical security system includes a proxy 
server module for comparing a portion of an IP address obtained from a received 
message against a like portion of the reference IP address for the logged in user 
(Sasmazel, Col. 9 Lines 9-15, checks validity of eticket). 

10. As per claim 7, Sasmazel teaches storing in a memory system a reference 
Internet protocol (IP) address and associated login data whenever a new server session 



Application/Control Number: 10/667,852 Page 4 

Art Unit: 2134 

is initiated on the server from a client device (Sasmazel, Col. 7 Lines 59 - 67, Obtains 
IP address of user), receiving a message from a requesting user; obtaining login data 
accompanying the message, obtaining an IP address from a message header in the 
message, determining if the login data of the requesting user is currently listed in the 
memory system as an existing session with the server; and if the login data of the 
requesting user is currently listed, determining if the IP address from the received 
message matches the reference IP address associated with the login data of the 
requesting user (Sasmazel, Claims 1 and 4, IP Address used as authentication 
information) but fails to teach the use of an internet server. However, in an analogous 
art Limisco teaches use of an internet server (Limisco, Col. 4 Lines 18-25, remote 
authentication by way of a server). 

At the time the invention was made, it would have been obvious to use Limisco's 
Internet server authentication with Sasmazel's method of using electronic ticket and 
distributed server because it offers the advantage of securely transferring authorization 
data (Limisco, Col. 1 Lines 61 -67). 

11. As per claim 8, Sasmazel teaches initiating a login procedure if the login data of 
the requesting user is not currently listed in the memory system (Sasmazel, Col. 8 Lines 
21 - 30, initiating by obtaining user authentication with user id and password). 

12. As per claim 9, Sasmazel teaches the further step of terminating all server 
sessions listed in the memory system having the login data of the requesting user if the 
IP address from the obtained message does not match the reference IP address (Col. 9 
Lines 29 - 35, rejection from web server). 
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1 3. As per claim 1 0, Sasmazel teaches examining a portion of the IP address of the 
requesting user; and determining if the portion matches a like portion of the reference IP 
address (Sasmazel, Col. 9 Lines 9-15, checks validity of eticket). 

14. Claims 11-14 and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sasmazel et al. U.S. Patent No. (6,725,376) in view of Limisco U.S. 
Patent No. (6,662,228) and Clark et al. U.S. Patent No. (6,442,588). 

1 5. As per claims 1 1 , Sasmazel teaches a logical security system for processing 
login and password data received from a client device during a server session in order 
to authenticate a user (Sasmazel, Col. 8 Lines 21 - 30, user authentication with user id 
and password) and a physical security system for processing Internet protocol (IP) 
address information of the client device in order to authenticate the client device for the 
duration of the server session (Sasmazel, Claims 1 and 4, IP Address used as 
authentication information) but fails to teach the use of an internet server and to 
authenticate the client device during the server session by comparing the IP address of 
a received message against the list of IP addresses stored by the server. However, in 
an analogous art Limisco teaches use of an internet server (Limisco, Col. 4 Lines 18 - 
25, remote authentication by way of a server) and Clark teaches to authenticate the 
client device during the server session by comparing the IP address of a received 
message against the list of IP addresses stored by the server (Clark, Claim 1 , 
comparing IP address to list of authenticated IP addresses). 
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At the time the invention was made, it would have been obvious to use Limisco's 
Internet server authentication with Sasmazel's method of using electronic ticket and 
distributed server because it offers the advantage of securely transferring authorization 
data (Limisco, Col. 1 Lines 61 -67). 

At the time the invention was made, it would have been obvious to use Clark's 
method of administering a dynamic filtering firewall with Sasmazel's method of using 
electronic ticket and distributed server because it offers the advantage of preventing 
unauthorized access (Clark, Col. 1 Lines 6-12). 

16. As per claim 12, Sasmazel teaches a memory system for storing a list of each 
logged in user and a respective reference IP address collected during a login procedure 
(Sasmazel, Col. 2 Lines 33 - 40, storage devices for user tickets). 

1 7. As per claim 1 3, Sasmazel teaches the means for processing IP address 
information compares a login name and IP address of a received message against the 
list of logged in users and their respective reference IP addresses (Sasmazel, Col. 9 
Lines 9-15, checks validity of eticket, which contains user id password and IP 
address). 

18. As per claim 14, Sasmazel teaches the means for processing IP address 
information terminates the session for the user if the IP address obtained from the 
received message does not match the reference IP address for the logged in user 
stored in the list (Col. 9 Lines 29 - 35, rejection from web server). 

1 9. As per claim 1 6, Sasmazel teaches the means for processing IP address 
information includes a proxy server module for comparing a portion of an IP address 
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obtained from a received message against a like portion of the reference IP address for 
the logged in user (Sasmazel, Col. 9 Lines 9-15, checks validity of eticket). 

20. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Sasmazel 
et al. U.S. Patent No. (6,725,376) and Limisco U.S. Patent No. (6,662,228) and in 
further view of Muratov et al. U.S PG-Publication No. (2003/0097596). 

21 . As per claim 5, Sasmazel teaches comparing IP addresses thru comparing 
authentication information transmitted and checking to see if the information including IP 
addresses match (Sasmazel, Col. 9 Lines 9-15, checks validity of eticket), but fails to 
teach deleting all instances of the logged in user. However, in an analogous art 
Muratov teaches deleting all instances of the logged in user (Muratov, Paragraph 0015). 

At the time the invention was made, it would have been obvious to use Muratov's 
system for protecting data with Sasmazel's method of using electronic ticket and 
distributed server because it offers the advantage of protecting data from unauthorized 
access (Muratov, Paragraph 0017). 

22. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sasmazel et al. U.S. Patent No. (6,725,376), Limisco U.S. Patent No. (6,662,228) and 
Clark et al. U.S. Patent No. (6,442,588), and in further view of Muratov et al. U.S PG- 
Publication No. (2003/0097596). 

23. As per claim 15, Sasmazel teaches comparing IP addresses thru comparing 
authentication information transmitted and checking to see if the information including IP 
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addresses match (Sasmazel, Col. 9 Lines 9-15, checks validity of eticket), but fails to 
teach deleting all instances of the logged in user. However, in an analogous art 
Muratov teaches deleting all instances of the logged in user (Muratov, Paragraph 0015). 

At the time the invention was made, it would have been obvious to use Muratov's 
system for protecting data with Sasmazel's method of using electronic ticket and 
distributed server because it offers the advantage of protecting data from unauthorized 
access (Muratov, Paragraph 0017). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571) 
272-2661 . The examiner can normally be reached on Monday - Friday 9am to 5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Roderick Tolentino 

Examiner 

Art Unit 2134 

Roderick Tolentino 
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